
2019 Leadership for Financial Accountability 



Data Breach and Cyber Security Threats 

Dr. W. Greg Price – Troy University 
Pike County Board of Education 



Principles of Effective Cybersecurity 

Agenda 
▪ A brief history of Cybersecurity 
• How prevalent is the issue? 
• What trends have emerged? 

▪ Cyber Risk – prompting action and review 
• What is Cyber Risk, how is it quantified? 
• What are common examples? 

▪ Principles of Effective Cybersecurity - overview 
▪ Q&A 
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A brief history of Cybersecurity 
▪ 1989 – Robert Morris developed first worm and DoS attack 
resulted, spawning the groundwork for modern day 
cybersecurity 
▪ Viruses – 1990s, Melissa and ILOVEYOU wreak havoc on 
email systems globally 
▪ Credit Card theft – 2000s, directed attacks for financial gain, 
TJX theft, $256 million loss 
▪ Modern day – highly individualized, through indirect means, 
specifically designed to elude observation and preventive 
measures - Target 
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45 new viruses emerged 
200 new malicious websites launched 
180 identities stolen 
5,000 variants of malware released 
$2,000,000 lost 
New social media influencer emerged 

During the last one minute… 
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Prevalence of Cyber Security Issues 
▪ 2018 – Almost 54,000 documented incidents and 2,200+ 
confirmed data breaches 
▪ Ten vulnerabilities accounted for 97% of all documented 
exploits 
▪ The remaining 3% consist of over 7,000,000 different 
vulnerabilities, some dating to 1999 
▪ Average cost per stolen record: $213.00 
▪ Since 2005, 10,500+ data breaches have been announced 
▪ Average breach time is less than two minutes 
▪ 23% response to Phishing attempts 
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Annual number of data breaches and exposed records in the US 
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Cybersecurity Trends 
▪ Specificity of targets have increased since 2005 
• Casting a wider net, with a directed approach 

▪ Users continue to be a major source of problems 
• 73% of successful attacks are attributed to user problems 

• 42% of successful attacks result from misconfigured systems 
• 31% of successful attacks result from end-user error 

▪ Poor security awareness and IT product management 
• 99.9% of the exploited vulnerabilities in 2018 had associated patches 

that were over 1 year old 
• Awareness campaigns are often poorly designed and lack “teeth” 

▪ 96% of mobile malware targets Android devices 
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Cybersecurity Trends – Small businesses – Education? 

Small businesses and educational entities are similar  
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“We are the problem”, repeat, “We are the problem” 
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“We are the problem”, repeat, “We are the problem” 
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Cyber Risk 
▪ Any risk of financial loss, disruption or damage to the 
reputation of an organization from some manner of 
failure in its information technology systems 
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Cyber Risk 
▪ Quantifying Exposure – How? 

 
For cyber resilience assurance to be  
effective, a concerted effort among  
ecosystem participants is required  
to develop and validate a shared, 
standardized cyber threat  
quantification framework. 
In other words,  
Security is Everyone’s Job. 
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Cyber Risk 
▪ Quantifying Exposure – How? 
▪ Understand the key cyber risk drivers (or components) required for 

modeling cyber risks  
▪ Understand the dependences between these components that can be 

embedded in a quantification model  
▪ Understand ways to incorporate cyber risk quantification into 

enterprise risk management  
▪ The key components identified in the cyber value-at-risk model concept 
follow: 
▪  Existing vulnerabilities and defense maturity of an organization  
▪  Value of the assets 
▪  Profile of an attacker  
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Cyber Risk 
▪ Quantifying Exposure – Wow!?! 



Principles of Effective Cybersecurity 

Cyber Risk 
▪ Common Examples 
•  Identity theft as a result of security breaches where sensitive 

information is stolen 
• Business interruption from a hacker shutting down a network 
• Damage to reputation 
• Costs associated with damage to data records caused by a hacker 
• Theft of valuable digital assets 
•  Introduction of malware, worms and other malicious computer code 
• Human error leading to inadvertent disclosure of sensitive information 
• The cost of credit monitoring services 
• Lawsuits alleging trademark or copyright infringement 
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Myth #1 

It won’t happen to us! 
 
▪ Common misconception 
▪ Small doesn't mean overlooked 

▪ We don't store anything significant 

▪ All of our stuff is stored in "the cloud" 

▪ My wife's cousin's son is really smart 
Small businesses suffer the majority of attacks - However, educational entities are a prime target 
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Myth #1 
▪ We humans… 
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Myth #1 
▪ For how long? 
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Myth #1 
▪ Inconvenient truths… 



Principles of Effective Cybersecurity 

Myth #2 

Attackers are geniuses from over there. 
 
▪ Common misconception 
▪ Media fuels misinformation 

▪ The government is protecting us 

▪ My vendor is protecting us 

▪ We have great legal counsel 
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Myth #2 

Attackers are geniuses from over there. 
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Myth #2 – Shore Up Internally 
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Myth #3 

But, We bought that thingy… 
 
▪ There isn’t a pill for every ill 
▪ Do we know where our data is 
▪ What are your regulatory issues 
▪ Who manages your data, technology 
▪ Can you afford subscription-based services 
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Myth #3 

But, We bought that thingy… 
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What’s Hot 
 
• Social Engineering – Phishing, Spear-Phishing 
• Wifi Hijacking 
• Side-Jacking 
• Ransomware 
• Poor patching practices 
• Close loop on poor HR processes – know who’s in, and who 
shouldn’t 
• BYOD 
• Regulatory – FERPA, PCI, GLBA, HIPAA, EUGDPR, 
CIPA/COPPA, PPRA, AL-DB Act 
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Summary of Effective Approaches 
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Summary of Effective Approaches 
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Going phishing… 
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Conversa)ons  to  take  home


• Write	
  down	
  1	
  –	
  2	
  things	
  from	
  this	
  session	
  that	
  could	
  lead	
  to	
  a	
  produc8ve	
  conversa8on	
  at	
  your	
  board	
  table.	
  



Q&A 
 

Thank You! 


